3ammTuM ceds1 0T KHOEPIPEeCTYNHOCTH

KubepnpecTtynmHOCT - 3TO TIPECTYIUICHHS, COBEPIICHHBIE C IOMOIIBIO CETH

Nutepuer. 3a mocieIHWE TOAbl ATOT BHUJ IMPECTYIUICHUH CTAaHOBUTHCS BEChbMa
paCIPOCTPAHEHHBIM, TAaK KaK C KaXIbIM TIOAOM [0 BCEMY MHUPY 3HAYUTEIBHO
MOBBIIIAETCS KOJIMYECTBO MOJIb30Bareneil IurepHera.

OCHOBHBIC BHUABI KOMIIBIOTECPHBIX HDeCTVHHeHI/IﬁZ

1. ampemeHHbIi AOCTYT K HH(OPMALIMU, XPAHALIEHCS B KOMITbIOTEpE.
HecaHKIIMOHUPOBAHHBINM JOCTYII 4YaCTO OCYLIECTBIISIETCS, C UCIOJIB30BAHUEM UYXKOTO
UMEHH,  U3MEHEHHeM  (U3WYECKHX  aJpecoB  TEXHUYECKHUX  YCTpPOIMCTB,
UCIOJIb30BaHUEM MH(OpMAaIMK, OCTABILIEHCS MOCie pelieHns 3a1ad, MoAu(UKanei
OpPOrpaMMHOTO U HMH(OPMALMOHHOTO  OOECNEeYeHHUs, XMIIEHUEM  HOCHUTEIs
MH(QOPMAaLINK, YCTAHOBKOW amnmaparypsbl 3alucH, MOIKI0YaeMON K KaHaJIaM Iepeiayn
JAHHBIX.

2. BBog B mporpamMMHOe 0oOecredeHue «IOTMYeCKuX 00MO», KOTOpbIe cpadaThIBalOT
IIPYU BBIMOJIHEHUU ONPEACIIEHHBIX YCIOBUM M YACTUYHO WJIM MOJHOCTHIO BBIBOJST U3
CTPOsI KOMIIBIOTEPHYIO CUCTEMY .

3. Pa3paboTka 1 pacrpocTpaHeHHe KOMIbIOTEPHBIX BUPYCOB.

KoMmbloTepHBIE BHUPYCBI - «COTPH BCE [JAaHHBIE O3TOM NPOrpaMMBbl, IIEperIu B

CIEYIOIYI0 M Cclieaii ToKe camoe» 00J1aJaloT CBOMCTBAMHU IMEPEXOAUTh dYepes



KOMMYHHUKAIIMOHHBIE CE€TH W3 OJHOM CHUCTEMBI B JPYTyIO, PACHpPOCTPAHSACH KaK
BUpycHOe 3a0osieBaHue. OOHapyXMBaeTcs BUPYC HE Cpasy: IIEpBO€ BpeMs
KOMIIBIOTEP «BBIHAIIMBAET UH(EKINIOY», TOCKOJIBbKY Ui MAaCKUPOBKH BUPYC HEPEAKO
UCTOJIb3yeTCs] B KOMOMHAIIMM C «JIOTMYECKON OOMOOI» MM «BpeMEHHOU OGOMOOI.
Bupyc nabmonaer 3a Bceit oOpabarbiBaemMoit HHPOpMaLUeld 1 MOKET IepeMeniaThCes,
UCIIOJIb3YsI MEPECHUIKY ATOM UH(OpMAIUH.

HekoTopbie COBETHI 10 NPeayPEKICHUIO MOA0OHBIX KHOEPIPECTYTIIICHHIHA:

- He 3arpyxaiite (aiiisl U3 HEMPOBEPEHHBIX UCTOYHUKOB

- He mnepexoaure mnoO CChUIKaM, COAEPKAIIMMCS B DJIEKTPOHHBIX MHUChMAaX
OTHpPaBUTEIIEH, KOTOPBIX BBl HE 3HAETE

- He cooOmaiite HUKOMY CBOU NApPOJIM U JINYHBIE TAHHBIE

ObecnieueHne 3amUThl  OT  KUOEPHPECTYIUIEHMH  MOXKET 3aHATh  JOBOJBHO
MPOJIOJDKUTENBHOE BpeMsi, HO Bcerga Toro crtout. CoOmnioJeHue TaKuxX MpaBUil
0e3omacHoi paboTel B MHTEpHETE, KaKk BO3AEp>KaHHWE OT 3arpy30K M3 HEM3BECTHBIX
MCTOYHHUKOB M TIOCELLEHUSI CalTOB C HU3KOM permyTauued - 3TO 3ApaBblii CMBICH B
pamMKax MpefoTBpallleHus KuOepnpecTtyiuieHUil. BHumatenbHoe U OepexkHoe
OTHOIIIEHUE K CBOMM YYETHBIM U MIEPCOHATBLHBIM JTaHHBIM MOXKET TAK)K€ CYIIECTBEHHO
MOCTIOCOOCTBOBATH 3aAIIUTE OT 37I0YMBIIILICHHUKOB.

Kpome TOro, mocTOSSHHO TOSIBIISIFOTCS HOBBIE CIOCOOBI «OBITOBBIX» MPECTYIIIICHHIA.
OnaHO 13 pa3HOBUIHOCTEN KMOEPIPECTYIUIEHUN - 3TO MOILIEHHUYECTBO.

Hanpumep:

[Tonp3oBaTeNb MOMyYaeT MO JIEKTPOHHOM MOUTe COOOIIeHHe (SIKOOBI OT OaHKa WM
OpraHu3alliy, TA€ OH IUIAHUPYET 4YTO-TO 3aKa3aTh U KYyMNHUThb), B KOTOPOM aBTOP
nuchMa MPOCUT YTOYHHUTH Bamm OaHkKoBckue pekBU3HTHL. [lomyuaTtens mnuchMa
JIETKOMBICJIEHHO OTBEYAET, B PE3YJIbTATE YETrO C €ro CYETOB CIUCHIBAIOTCS JICHEKHbBIC
cpeactBa. IlomMuMoO TakMxX NPECTYIUICHH CYHMIECTBYIOT €€ MPEIOKEHUS CIIENaTh
BKJIaJl, 32 KOTOpbIi Bbl Oynere momydaTh OpoueHTH.. YacTo OpraHM30BBIBAIOTCA
KaKue-TO TMOJUI0KHbIE MHTEPHET-ayKIIMOHbI, B KOTOPBIX MpeasiaraeTcsl NpuHAThH Bam
ydqacThe, He OeCIUIaTHO KOHEYHO. Takke MOXHO YTO-TO KyNUTh, HO TaK U HeE
MOJYYUTh TOBapa. M 3T0, KOHEYHO K€, TaJIEKO HE BCE.

YToOBI 3aIIUTUTH CEOsI B TAKUX CIydasX HEOOXOAUMO:

He noBepsiTh CIMIIKOM 3aMaHYMBBIM NPEJIOKEHUSM U MPOBEPUTH aBTOpa MUCHMA,
ero MIHTepHeT-cauT U KOOPAMHATHI, @ UMEHHO:

- Homep Tenedona, KoTopslii ykazaH Ha caiite;



- Anpec opranuzanuuy;

- HroaHchl oruiatsl;

-I"apaHTuy BBIMOTHEHHS OOCIIIAHMIA.

Taxxe, He TOBepsITE CIIMITKOM 3aMaHUYMBBIM Mpesiokenusm. Takue dpasbl, Kak
«OecIIaTHOY, «IIOYTH JAPOM», ITOJAAPOK», «OOIBIITNE CKUIKW». MOIIIEHHUKH BCETa
UCIOJIB3YIOT 3TU (Ppa3bl U XOPOIIO MOHUMAIOT YEJIOBEUECKYIO CYIIHOCTh. Kak
npaBuiio, oberraercs 60Jbllas 3apIuiaTta 3a MUHUMYM TpyAa, OOJIbIINE IEHbIH 32
HEeOO0JIbIIIOE BIIOJKEHUE, 3aeM Jlaxe eciu y Bac mioxas miarexecrnocoOHOCTh U TaKk
nanee.

VYronoBHasi OTBETCTBEHHOCTh 32 COBEPIICHUE KUOEPIPECTYIUIEHUH (MPeCTyIUICHUH B
chepe xommbioTepHON MH(MOpMaruu - ['maBa 28 YromoBHoro koaekca Poccuiickoit
depneparium)

Cratbs 272. HenpaBoMepHBIil 1OCTYT K KOMIBIOTEPHOU UH(POpMAIUN

(B pen. ®enepanbHoro 3akoHa ot 07.12.2011 N 420-D3)

1. HenpaBoMepHBIi JOCTYN K OXpaHsSeMOM 3aKOHOM KOMITbIOTEpHON nHGOpMaIuy,
€CJIU 3TO JIeSHUE

MOBJICKJIO YHUUTOXKEHHUE, OJIOKUPOBAHNE,MOAU(PUKALINIO JINOO KOTTMPOBAHUE KOMITbIO
TepHOU UH(OpMAIUH, - HaKa3bIBaETCs MITpadoM B pa3Mepe 10 ABYXCOT THICSY
pyOaelt unu B pazmMepe 3apabOTHOM IUIATHI WIIK MHOTO J0X0/1a OCYKIEHHOTO 32
NEPHUOJI A0 BOCEMHAIATH MECSIEB, JIMOO UCIPABUTEIbHBIMU pa0dOTaMHU Ha CPOK 10
OJIHOTO TO/1a, IN0O OrpaHUYEHHUEM CBOOOIBI HAa CPOK JIO ABYX JIET, THOO0
NPUHYIUTETHHBIMUA PaO0OTaMU Ha CPOK JI0 IBYX JIET, JIMOO JIUIIIEHUEM CBOOOIBI HA TOT
K€ CPOK.

2. To xe nesHue, TPUUUHUBILEE KPYIHBIM yiepO MM COBEPUIEHHOE U3 KOPBICTHOM
3aMHTEPECOBAHHOCTH, - HAKa3bIBaCTCs MTpaoM B pasMepe OT CTa ThICSY 10 TPEXCOT
THICSTY pyOJIel WM B pazMepe 3apab0THOM TUIaThl WJIM MHOTO JTOXOJa OCYKJACHHOTO 3a
NEePUOJI OT OJHOTO ToJa JI0 ABYX JIET, JIUOO UCIpaBUTEIbHBIMU padOTaMU Ha CPOK OT
OJIHOTO T0/Ia 10 JBYX JIET, JMOO OrpaHUYEHUEM CBOOOJBI HA CPOK JO YETHIPEX JIET,
aM00 TPUHYIUTEIBHBIMA pabOTaMH Ha CPOK JO YEThIpeX JeT, JMOO IHUIICHHEM
CBOOOIBI HA TOT K€ CPOK.

(B pen. ®enepanbHoro 3akoHa ot 28.06.2014 N 195-D3)

3. JesHus, NpenyCMOTPEHHBIC YACTSIMUA TE€PBOM WM BTOPOM HACTOSIIEW CTaThH,
COBEPIIIEHHBIC TPYMIION JHI] MO MPEABAPUTEILHOMY CTOBOPY WM OPraHHU30BAHHOM

rpynmnoi 6o JUIIOM C HCIIOJIb30BAHUEM CBOETO CITY>KEOHOTO MOJIOKEHUS, -



Haka3bpIBaloTCA IITpadoM B pa3Mepe A0 MATHUCOT Thicad pyOnelt uimm B paszmepe
3apabOTHOM MJaThl WJIM HMHOTO JI0XOJa OCYXKIEHHOTO 3a MEepUoja 10 TpeX JIeT ¢
JUIICHUEM TpaBa 3aHUMATh ONPEJCICHHbIE JOJDKHOCTH WM  3aHUMAaTbCs
ornpezeNieHHON JesITeNbHOCTBIO Ha CPOK JI0 TpeX JIET, TUOO0 OrpaHUYeHHEM CBOOOIbI
Ha CPOK JI0 YEThIpPEX JIET, TU00 MPUHYIUTEILHBIMU pabOTaMHU HAa CPOK JO MATU JIET,
100 JIMIITIEHUEM CBOOOIBI Ha TOT YK€ CPOK.

4. JlesHusa, mNOpeayCMOTPEHHBIC YACTSIMU TE€PBOM, BTOPOU WIIM TPEThEU HACTOSILIEH
CTaTbW, €CIM OHM TMOBJIEKIN TSKKHE IMOCHEACTBUS WM CO3JalM YIrpo3y uX
HACTYIUICHUS, - HAKA3bIBAIOTCS JIMILIEHUEM CBOOOIbI HA CPOK /IO CEMHU JIET.
[MIpumeuanus. 1. Ilog xommbioTepHOM uHPOpPMALMEN MMOHUMAIOTCA CBEACHUS
(cooOuieHus, MAaHHbIE), MPEACTaBICHHbIE B (OpPME IIEKTPUUYECKUX CHUTHAJIOB,
HE3aBUCHUMO OT CPEJCTB UX XpaHEHUs, 00pabOTKH U NepeIayH.

2. KpynHbiM yiiepOOM B CTaThAX HACTOSINEH TJaBbl MPHU3HAETCS yIIepO, cyMma
KOTOPOTO MPEBBIIIAET OJIMH MUJUTUOH PYOJICH.

Cratea 273. CozgaHue, UCIOJIB30BAHUE U  PACIPOCTPAHEHUE BPEIOHOCHBIX
KOMITBIOTEPHBIX Iporpamm (B pea. @exnepanbHoro 3akoHa ot 07.12.2011 N 420-D3)
1. Co3pmanne, pacnmpoCTpaHEHHWE WM HCIOJIb30BAaHUE KOMIIBIOTEPHBIX IPOrpamm
aub0 WHOM KOMIIBIOTEpPHON HMH(pOpPMALMK, 3aBEJOMO MpPEIHA3HAYCHHBIX IS
HECaHKIHOHUPOBAHHOIO YHUYTOXKECHUS, ONOKUpOBaHUS, Moau(UKaLy,
KOIMPOBAHUS KOMIMBIOTEPHOU MH(OpPMAIMM WM HEUTpaau3aluyd CPEJICTB 3alUTHI
KOMITbIOTEpHOM MHpOpMaIuy, -

HAKa3bIBAIOTCA OTPAaHUYEHHUEM CBOOOJBI HA CPOK JO YEThIpeX JeT, JHOo
NPUHYAUTEIHHBIMU PA00OTaMU Ha CPOK JI0 YETHIpEX JIeT, TUOO0 JIUIIEHHEM CBOOO b Ha
TOT K€ CPOK cO mTpadoM B pa3Mmepe 0 ABYXCOT ThICSY pyOneil wim B pasmepe
3apabOTHON IUIaThl WIM MHOTO JI0XOJAa OCYXJECHHOTO 3a MEpPHOJ 0 BOCEMHAIIATH
MECSILIEB.

2. JlestHusi, NpeqyCMOTPEHHBIC YACThIO NEPBOM HACTOSILIENH CTAaTbH, COBEPILICHHBIC
TPYIION JUI MO NPEeIBAPUTEILHOMY CrOBOPY WJIM OPTaHM30BAHHOM rpynmnon Jmbo
JUIIOM €  HCIOJB30BAaHHUEM  CBOETO  CIYKEOHOrO  MOJIOKEHHUS, a paBHO
MPUYUHUBIINE KPYITHBINA yiiep6 wiu COBEpIICHHBIE u3 KOPBICTHOM
3aMHTEPECOBAHHOCTH, -

HAKa3bIBAIOTCA OrPaHUYEHUEM CBOOOJBI HA CpPOK JO YEeThIpex JeT, JHOo
NPUHYIUTEIHHBIMA pab0TaMHU Ha CPOK O MATH JIET C JIMIIEHWEM IpaBa 3aHUMATh

OIIPCACJICHHBIC NJOJDKHOCTU WJIM 3aHUMATbCA onpeﬂeneHHoﬁ ACATCIIBHOCTBIO Ha CPOK



70 TpeX JIET WM 0e3 TaKOBOTO, JIMOO JUIIIEHHEM CBOOOJIBI Ha CPOK JO MSTH JIET CO
mTpadoM B pasMepe OT CTa ThICAY JIO JIBYXCOT ThICSY PyOJjed wiu B pa3Mepe
3apabOTHOM TUIATHI WM WHOTO JI0XOJa OCYXKICHHOTO 3a TEPHOJ] OT ABYX JO TPeX JEeT
i 0e3 TaKOBOI'O U C JIMILIEHHEM MpaBa 3aHUMATh OINPEJEICHHBIE TOHKHOCTH WIIU
3aHUMATbHCS ONPEACIICHHOMN IeATeTLHOCTHIO HA CPOK JI0 TPEX JIET WK 0€3 TaKOBOTO.
3. JlesHusi, npeayCMOTPEHHBIC YACTSIMU TIEPBOM WIJIM BTOPOM HACTOSIIIEN CTaTbU, €CIIU
OHU TIOBJICKJIM TSKKHE TMOCICACTBUS WM CO3JAJId yIPO3y HMX HACTYIUICHHUS,
HaKa3bIBAIOTCA JIMIIEHUEM CBOOOIbI HA CPOK JI0 CEMU JIET.
Crartps 274. Hapymenue mpaBmil SKCIUTyaTalliy CPEACTB XpaHEHUs, 0OpaOOTKH WU
nepegayn KOMIIbIOTEPHOU uHdopmau 171 nH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTel (B pen. PenepanbHoro 3akoHa oT 07.12.2011 N 420-
®3)

1. Hapyiienue npaBuil 3KCIDTyaTallud CPEACTB XpaHEHHs, 00pabOTKU WK TIepeadu
OXpaHsIeMOi KOMITbIOTEPHON uH(pOpMaIIH 1160 nH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETeM M OKOHEYHOTO OOOpYyJOBaHHUs, a TaKXKE MPaBUII
IocTyna K WH(OPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIM ~ CETSAM,  IIOBJICKIIEE
YHUUTOXEHUE, OJOKHUpOBaHME, MOIU(DUKAIUI0 JTHOO0 KOMHUPOBAHWE KOMITbIOTEPHOU
nH(popManu, IPUYIUHKUBIICE KPYITHBIN yIiepO, - Haka3biBaeTcs mrTpadoM B pazMepe
JI0 TSATUCOT ThICAY pyOJiel win B pasmepe 3apaOO0THOM IJIaThl WJIM WHOTO J10X0J1a
OCYXKJICHHOTO 3a IIepUOJ] JO BOCEMHAIIATH MECSIEB, JUOO0 HCIPaBUTEIHHBIMU
paboTaMu Ha CPOK OT IIECTU MECSIIEB JO OJHOTO T0ofa, TUOO OTPaHUYECHUEM CBOOO/IBI
Ha CPOK JI0 JIBYX JIET, THOO MPUHYAUTEIbHBIMU paboTaMu Ha CPOK JI0 JABYX JIET, INOO
JUIICHHEM CBOOO/IBI Ha TOT XKE CPOK.

2. JlesHue, TPeayCMOTPEHHOE YACThIO TEPBOM HACTOSIICH CTAaThbH, €CIW OHO
MOBJICKJIO TSDKKHE TOCJHEACTBHS WM CO3Jal0 Yyrpo3dy WX HACTYIUICHUS, -
HAKa3bIBACTCS MPUHYIUTEIHHBIMA paOOTaMH Ha CPOK J0 TSATH JET JMOO JUIICHUEM

CcBOOO/IBI HA TOT € CPOK.

Cmamws ¢ opuyuanvrozo catima Aomunucmpayuu 2. Pocmosa na /lony: https://rostov-
gorod.ru/administration/territorial_unit/railway-area/other/zashchitim-sebya-ot-kiberprestupnosti.php



